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Abstract: Satellite Internet of Things (IoT) is a promising way to provide seamless coverage to a massive number of
devices all over the world, especially in remote areas not covered by cellular networks, e.g., forests, oceans, mountains,
and deserts. In general, satellite IoT networks take low Earth orbit (LEO) satellites as access points, which solves
the problem of wide coverage, but leads to many challenging issues. We first give an overview of satellite IoT, with
an emphasis on revealing the characteristics of IoT services. Then, the challenging issues of satellite IoT, i.e., massive
connectivity, wide coverage, high mobility, low power, and stringent delay, are analyzed in detail. Furthermore, the
possible solutions to these challenges are provided. In particular, new massive access protocols and techniques are
designed according to the characteristics and requirements of satellite IoT. Finally, we discuss several development
trends of satellite IoT to stimulate and encourage further research in such a broad area.
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1 Introduction

With the upcoming era of the Internet of Ev-
erything (IoE), a massive number of devices want to
access wireless networks to provide various wireless
services, e.g., smart traffic, smart industry, smart
medicine, and smart agriculture (Xu et al., 2014;
Zanella et al., 2014; Islam et al., 2015; Ahmed et al.,
2018; You XH et al., 2021). It is predicted that
the number of wireless devices will exceed 41.6 bil-
lion in 2025, and reach hundreds of billions in 2030
(Statista Research Department, 2016; Cisco, 2019).
In this context, 3GPP takes massive Internet of
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Things (IoT) or massive machine-type communica-
tion (mMTC) as one of three use cases of fifth-
generation (5G) wireless networks (Chen XM, 2019).
From the perspectives of construction costs and eco-
nomic profits, 5G wireless networks are deployed in
population-intensive areas, e.g., urban and rural ar-
eas, but these population-intensive areas are only
a small part of the world. In fact, most of the
world has no human population, e.g., forests, oceans,
mountains, and deserts. Nowadays, more and more
IoT devices are deployed in these unpopulated areas.
For instance, security cameras have been installed in
forests to predict wildfires (Kaur and Sood, 2020),
and many sensors have been deployed in the sea to
monitor ocean resources (Qiu et al., 2020). To this
end, satellite IoT has been widely recognized as an
enabling solution to worldwide coverage.
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Satellite IoT has received considerable interests
from academia and industry (Briskman, 1984; De
Sanctis et al., 2016; Hassan et al., 2020; Caus et al.,
2021; Cao et al., 2023). Some companies and orga-
nizations such as SpaceX have launched tens of hun-
dreds of satellites to realize global Internet service.
Generally speaking, satellite IoT takes low Earth or-
bit (LEO) satellites as access points (APs), which
orbit between 400 and 2000 km above the Earth
(Qu et al., 2017; Di et al., 2019; Kodheli et al.,
2019). Hence, the propagation delay from the de-
vice to the AP is < 10 ms, which is a key met-
ric of IoT. In fact, LEO satellite communications
have been used for many years in multiple fields. In
traditional applications, LEO satellite communica-
tions need only to admit very few devices. There-
fore, multi-beam techniques combining random ac-
cess protocols are usually employed in LEO satellite
communications (Joroughi et al., 2017). In particu-
lar, the LEO first determines the admissible devices
based on a grant-based random access protocol such
as ALOHA, and then the gateway (GW) on Earth
designs the beams and sends them to the LEO satel-
lite via the feeder link. Hence, the LEO satellite
has low implementation cost and power consump-
tion. Considering the rate constraint of the feeder
link, multi-GW techniques are also adopted in some
scenarios. Multi-beam techniques may lead to co-
channel interference, especially at the edge of beams.
To reduce the co-channel interference, multi-beam
techniques are used with frequency division multiple
access (FDMA), such as four-color frequency reuse
(Vázquez et al., 2016). Intuitively, FDMA reduces
the available bandwidth, resulting in performance
degradation.

Recently, with the increase in LEO satellite pro-
cessing capability, multi-beam precoding techniques
with full frequency reuse have been applied to fur-
ther improve the performance (Zheng et al., 2012).
In particular, GW conveys channel state informa-
tion (CSI) related to the admissible devices to the
LEO satellite, and then the LEO satellite carries out
precoding to transmit beams according to available
CSI. Intuitively, if the LEO satellite has full CSI, the
precoding techniques can cancel co-channel interfer-
ence completely. However, due to feedback delay,
transmission error, and rate constraints, CSI at the
LEO satellite is usually imperfect. In this context,
to guarantee the performance of satellite communica-

tions, it is desired to conduct robust precoding based
on the available CSI. You L et al. (2019) provided a
CSI error model according to the characteristics of
LEO satellite channels. Based on such a CSI error
model, a robust precoding scheme was designed with
the goal of minimizing the power consumption at
the LEO satellite subject to outage rate constraints.
Moreover, the average rate constraints in the pres-
ence of CSI uncertainty were considered in the design
of a robust precoding scheme in Wang et al. (2018).
You L et al. (2020) proposed statistical precoding
based on statistical channel information for situa-
tions when instantaneous CSI is unavailable at the
LEO satellite.

Although multi-beam precoding techniques can
improve the performance of LEO satellite communi-
cations, it is possible to admit only a limited number
of devices. As the number of devices increases, multi-
beam precoding techniques lead to severe co-channel
interference. Moreover, precoder design for a large
number of devices has a high computational com-
plexity. Therefore, traditional LEO satellite com-
munication techniques are not applicable for satel-
lite IoT with a massive number of devices. In this
context, it is necessary to design protocols and tech-
niques that satisfy the requirements of satellite IoT.
In this paper, we first give an overview of satellite IoT
networks, with an emphasis on the characteristics of
satellite IoT. Then we investigate the satellite IoT
design issues, point out the fundamental challenges
for fulfilling these design requirements, and provide
possible solutions to these challenges. Finally, we an-
alyze and discuss the development trends of satellite
IoT.

2 Satellite Internet of Things (IoT)
networks

Satellite IoT is a new kind of network. On one
hand, unlike traditional IoT networks, satellite IoT
takes LEO satellites as APs, resulting in new net-
work architectures. On the other hand, unlike tra-
ditional satellite communication networks, satellite
IoT has to support various IoT services, resulting in
new service characteristics. In this section, we briefly
introduce the satellite IoT network architectures and
service characteristics, which lay a foundation for the
design of satellite IoT.
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2.1 Network architecture

In general, satellite IoT has four components:
IoT devices, GWs, access networks, and core net-
works (De Sanctis et al., 2016; Qu et al., 2017),
as shown in Fig. 1. IoT devices are various sen-
sors, cameras, and controllers. These devices are
distributed over different regions, including forests,
oceans, mountains, and deserts. Most of these de-
vices are simple nodes with limited processing capa-
bilities. GWs build a feeder link from the devices
to the LEO satellite and have two main functions.
One is CSI conveyance from the devices to the LEO
satellites. The other is signal processing for the LEO
satellite. For example, a GW may design a precoder
for the LEO satellite if the LEO satellite has limited
processing capability. Currently, precoders are usu-
ally designed on board according to the received CSI.
Note that multiple GWs are usually employed to sup-
port a large amount of information feedback. The
access networks consist of multiple LEO satellites,
namely APs. With technical progress, LEO satel-
lites have a strong processing capability. Hence, LEO
satellites can process the received signals on board
directly. LEO satellites move very fast, to provide
global coverage, and tens of hundreds of LEO satel-
lites are required. In particular, LEO satellite con-
stellations or swarm satellites are usually designed
as APs. Active IoT devices that have information
exchange access the satellite IoT networks via these
LEO satellites using two procedures: access identifi-
cation and information transmission. The core net-
works are formed by geosynchronous orbit (GEO)
satellites. The GEO satellites orbit at an altitude
of 36 000 km and remain static with respect to the
Earth. On one hand, GEO satellites connect APs
via high-throughput millimeter waves or even lasers.
On the other hand, GEO satellites connect the IoT
servers via one or multiple hops.

For IoT applications, the information exchange
between IoT devices and IoT servers should pass the
access network and the core network. As mentioned
above, because the core network transfers the data
packets using high-throughput millimeter waves or
lasers, it is possible to support high-speed transmis-
sion. However, for the access network, APs have to
communicate with a massive number of simple IoT
devices, which is a bottleneck of the satellite IoT
network. The channel is the most important factor

Gateway Gateway

LEO satellite

Fe
ed

er
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Spot beam 
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Fig. 1 A typical network architecture of satellite In-
ternet of Things (IoT) (LEO: low Earth orbit; GEO:
geosynchronous orbit)

determining wireless access performance, e.g., rate
and delay. For satellite IoT, the LEO satellite usu-
ally works at the Ka-band, and the channel from the
LEO satellite to the device can be expressed as (Chu
et al., 2021)

h =
√
Cb1/2 � r1/2 � exp(jθ), (1)

where “�” denotes the Hadamard product, h is
the N -dimensional channel vector with N being the
number of antennas at the LEO satellite, C is the
large-scale fading coefficient, b is the beam radiation
pattern vector, r is the rain attenuation coefficient
vector, and θ is the channel phase vector. Given the
position of the LEO satellite, the large-scale fading
coefficient, the beam radiation pattern, and the rain
attenuation coefficient are constant, but the chan-
nel phase is random. As a result, channel phase
error may occur at the LEO satellite due to CSI con-
veyance from the device to the LEO satellite via the
GW, which is a main factor affecting the performance
of satellite IoT.

2.2 Service characteristics

Satellite IoT networks are used mainly to pro-
vide wireless coverage to devices over remote areas,
e.g., forests, oceans, mountains, and deserts. Most
devices in these areas carry out sensing, monitoring,
and controlling, but not voice communications in tra-
ditional wireless networks. In other words, satellite
IoT provides mainly machine-type communication
(MTC) services, which are very different from con-
ventional human-centric communication (HCC) ser-
vices. To design an effective satellite IoT, the service



938 Chen et al. / Front Inform Technol Electron Eng 2023 24(7):935-944

characteristics of satellite IoT must be understood.
Generally speaking, the MTC services in satellite IoT
have the following characteristics (Chen XM et al.,
2021):

1. Sporadic traffic. IoT services are usually
event-driven, resulting in extreme randomness. In
other words, at a given time slot, only a portion of
the devices have data to send. According to statis-
tics, 10%–15% of devices are active at a given time
slot. To save energy, inactive devices without data
transmission do not access the satellite IoT.

2. Small data. Unlike HCC services, MTC ser-
vices in general generate a small volume of data, e.g.,
tens or hundreds of bits. To improve the spectral ef-
ficiency and reduce the transmission delay, satellite
IoT should adopt short-packet transmission.

3. Massive packets. The satellite IoT should
support access by a massive number of devices, which
generate a massive number of short data packets. It
is predicted that the number of wireless devices will
reach hundreds of billions, most of which are IoT
devices for MTC services.

4. Heterogeneous requirements. IoT services are
various, e.g., sensing, monitoring, and controlling,
resulting in diverse quality of service (QoS) require-
ments in rate, latency, and reliability.

These distinct network architectures and ser-
vice characteristics lead to a tremendous difference
between satellite IoT networks and traditional wire-
less networks. Hence, it is necessary to design ef-
fective satellite IoT schemes to support a variety of
advanced services.

3 Challenges in satellite IoT

As mentioned above, satellite IoT is a new kind
of wireless network, which is very different from tra-
ditional wireless networks, e.g., territorial 5G wire-
less networks and general satellite communication
networks. Hence, traditional wireless techniques
cannot be applied to satellite IoT directly. It is im-
perative to design wireless techniques according to
the characteristics and requirements of satellite IoT.
Prior to providing possible solutions to satellite IoT,
we first analyze and discuss the challenging issues in
the design of satellite IoT.

3.1 Massive connectivity

With widespread applications of IoT in forests,
oceans, mountains, and deserts, the number of IoT
devices experiences explosive growth. Although only
a portion of IoT devices are active at a given time
slot, the number of active devices is still very large.
For satellite IoT, it is not a trivial issue to support
massive connectivity. First, to save energy, only
active devices access the satellite IoT. Hence, LEO
satellites must identify active devices from a massive
number of devices. Generally, LEO satellites iden-
tify active devices by multiple negotiations, resulting
in prohibitive signalling overhead. Second, the ad-
missible devices generate a large number of short
data packets. Traditionally, orthogonal multiple ac-
cess (OMA) techniques, e.g., FDMA, are used for
data transmission. However, it is difficult for OMA
to transmit a large number of data packets simul-
taneously over a limited radio spectrum. Thereby,
massive connectivity is a critical issue for satellite
IoT.

3.2 Wide coverage

A main advantage of satellite IoT with respect
to territorial IoT networks is wide coverage with a
low cost by using multi-beam techniques at the LEO
satellites. However, wide coverage based on multi-
beam techniques is not trivial. First, due to the
hardware constraints, the number of beams is very
limited. To avoid co-channel interference, a beam
serves only one or multiple devices with the same
services. Hence, even though the active devices are
covered by satellites, they cannot access the satel-
lite IoT. Second, IoT devices are distributed over
different areas, e.g., forests, oceans, mountains, and
deserts, which have different propagation environ-
ments. As a result, the precoder design for beams
becomes very complex. Furthermore, because LEO
satellites obtain only partial CSI, robust precoding
for beams is extremely difficult. In other words, wide
coverage in satellite IoT leads to high computational
complexity.

3.3 High mobility

LEO satellites, as APs of satellite IoT, move
very fast. It is well known that high mobility is a
challenging issue of wireless communications, espe-
cially in the scenarios of simple nodes. In satellite
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IoT, a high-mobility LEO satellite leads to fast time-
varying of the channel. Consequently, on one hand,
CSI obtained at the LEO satellite from the GW
may be outdated, which severely degrades the per-
formance of multi-beam techniques. On the other
hand, it is impossible to carry out complex wireless
techniques to improve the quality of the received sig-
nal. However, because the Ka-band signals are weak
caused by path loss and rain attenuation, the result-
ing performance may be unsatisfactory. Moreover,
high mobility of LEO satellites means that an LEO
satellite can serve a device for only a short time du-
ration. Therefore, for some services with a long time
duration, the services must be completed with mul-
tiple LEO satellites. Frequent handoff among mul-
tiple LEO satellites inevitably leads to performance
degradation.

3.4 Low power

Unlike territorial IoT networks, satellite IoT re-
quires low power consumption at both the transmit-
ters and the receivers. First, the LEO satellites har-
vest solar energy, which is not reliable or stable. Due
to the size constraint, they cannot store much en-
ergy. In this case, they cannot adopt high-power-
consumption algorithms, which significantly limits
the processing capability of the LEO satellites. Sec-
ond, IoT devices have much more stringent low power
consumption requirements. Intuitively, it is impossi-
ble to replace the batteries of IoT devices frequently.
An IoT device battery must be used for > 10 years.
Accordingly, the transmit power of an IoT device
needs to be < 23 dBm. Because the satellite channel
undergoes severe path loss and rain attenuation, the
received signal is weak. If the transmit power is too
low, it is difficult to satisfy the QoS requirements.

3.5 Stringent latency

Compared to territorial IoT networks, satellite
IoT has a large delay. Although LEO satellites are
used as APs, the transmission delay is > 1 ms. Con-
sidering the processing delay, the total delay is high.
For example, the commonly used grant-based ran-
dom access protocol requires four transmissions be-
tween an AP and the devices to complete the access
identification. In other words, the delay is 4 ms at
least. In fact, some IoT services have stringent de-
lay constraints, e.g., wildfire monitoring in forests.

Hence, it is necessary to reduce the latency of satel-
lite IoT by some means.

Satellite IoT faces many challenging issues that
cannot be solved by traditional IoT techniques. In
this context, effective techniques must be designed
according to the characteristics and requirements of
satellite IoT.

4 Solutions to satellite IoT

In the above, we analyzed and discussed the
characteristics and requirements of satellite IoT, and
revealed the corresponding challenging issues in the
design of satellite IoT. In this section, we provide
possible solutions to the design of satellite IoT. As
analyzed above, the main bottleneck of satellite IoT
lies in wireless access. Hence, we focus on the de-
sign of wireless access from access protocols to access
techniques.

4.1 Access protocol

The first step of wireless access is to deter-
mine the devices that can access the wireless net-
work based on a predetermined access protocol. Due
to the burst characteristics of IoT services and to
save IoT device energy, only active devices access
the wireless network. In traditional IoT networks,
grant-based random access protocols, e.g., ALOHA,
are adopted to manage IoT device access (Centenaro
et al., 2017). As shown in Fig. 2a, grant-based ran-
dom access includes four transmissions to complete
the access identification. First, an active device ran-
domly selects a preamble from a preamble pool and
uses the selected preamble to inform the AP that
is active. Then, the AP responds to each preamble
and allows the corresponding device to take an ac-
tion at the next step. Next, the active device sends
a connection request to the AP. Finally, if a pream-
ble is selected by one active device, the AP sends
a contention-resolution message to inform the ac-
tive device about the allocated resource; otherwise,
the access request is denied. Grant-based random
access has a large signaling overhead and a high ac-
cess failure probability, especially in the case of mas-
sive connectivity. Importantly, for satellite IoT, four
transmissions between the device and the AP lead
to significant delay. Hence, grant-based random ac-
cess protocols are not appropriate for satellite IoT.
In this context, satellite IoT has to adopt grant-free
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random access protocols (Zhang ZY et al., 2016;
Zhang ZJ et al., 2020; Ying et al., 2023), as shown
in Fig. 2b. Specifically, each device is allocated to
a unique preamble. After sending the preamble, the
active device transmits its data packet without the
grant of the AP. Therefore, the signalling overhead
and the access delay can be reduced significantly.

Device Satellite Device Satellite

Preamble and data
transmissionPreamble transmission

Connection request

Contention resolution

Random access response

Packet
arrival

Packet
arrival

Uplink grant
Data transmission

(a) (b)

Fig. 2 Random access protocols: (a) grant-based; (b)
grant-free

The key to grant-free random access is to detect
active devices based on the received preambles. In
the context of massive connectivity, the preambles
are non-orthogonal to each other, resulting in high
complexity of active device detection. Because only
a portion of devices are active at a given time slot,
active device detection is a typical sparse signal re-
covery problem. To solve such a problem, there are
two approaches. In what follows, we briefly intro-
duce these two approaches:

1. Compressive sensing (CS) based approaches.
Active device detection is a sparse signal recov-
ery problem that can be solved by using CS-based
approaches, wherein approximate message passing
(AMP) is a commonly used method for active de-
vice detection (Liu et al., 2018). AMP iteratively
conducts denoising and updates the residual until
the mean square error (MSE) of the desired signal is
minimized. Moreover, to reduce the computational
complexity of active device detection, a dimension
reduction based detection algorithm was proposed
in Shao et al. (2020). Specifically, the received signal
was first reduced to a low-dimensional version based
on its rank, and then Riemannian optimization was
employed to obtain the desired signal. Generally, the
CS-based approaches use the sparsity of the instan-
taneous received signal.

2. Covariance-based approaches. Active device

detection can also be performed based on the covari-
ance of the received signal (Chen ZL et al., 2019).
Because active device detection is a 0–1 problem, it
is possible to derive the likelihood function of the de-
sired signal based on the covariance of the received
signal. By maximizing the likelihood function, one
can judge the state of an arbitrary device.

Because satellite IoT adopts short-packet trans-
mission, grant-free random access must use short
preambles. Note that in the context of massive con-
nectivity, short preambles lead to poor detection per-
formance. Hence, it is necessary to design an effec-
tive detection algorithm to improve the performance
in the case of short preambles. In Fig. 3, we com-
pare the average error rate (AER) of multiple typical
CS-based detection algorithms (Shao et al., 2020).
It is found that for a given AER requirement, the
dimension reduction based algorithm needs a short
preamble, which is appealing in satellite IoT.

Moreover, for some IoT services, if the AP does
not need to know who sends the data packet and
is concerned only with the information, a new un-
sourced random access protocol can be employed
(Fengler et al., 2019). Specifically, all devices share
a common codebook. The active device maps its
information bits to a codeword in the codebook.
Then, the AP recovers the information bits from the
mixed received signal based on the same codebook.
Unsourced random access avoids active device de-
tection, and detects the transmitted signal directly.
Hence, the delay can be further reduced.
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l21
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Fig. 3 Performance comparison of several typical CS-
based detection algorithms (CS: compressive sensing;
AER: average error rate)
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4.2 Multiple access techniques

After sending the preamble for active device de-
tection, the active devices exchange information with
the APs. Due to massive connectivity, a huge num-
ber of short packets are transferred over a limited ra-
dio spectrum. Therefore, traditional multiple access
techniques, e.g., multi-beam precoding techniques,
are not applicable. To solve this challenging issue,
we introduce two kinds of effective multiple access
techniques:

1. OMA techniques (Fig. 4a). To support the
transmission of a huge number of packets and en-
hance the quality of the received signal with low
transmit power, a feasible approach is the use of a
large number of narrow beams. For satellite IoT,
if the LEO satellite is equipped with a large-scale
antenna array, the beam can match the channel
and the co-channel interference asymptotically ap-
proaches zero (You L et al., 2020). A major prob-
lem of the deployment of a large-scale antenna ar-
ray at the LEO satellite is the high cost and power
consumption.

Satellite

Gateway Serving areas Gateway
Serving areas

Satellite

(a) (b)

Fig. 4 Multiple access techniques: (a) orthogonal; (b)
non-orthogonal

2. Non-orthogonal multiple access (NOMA)
techniques (Fig. 4b). To avoid the use of a large-scale
antenna array, satellite IoT can adopt NOMA tech-
niques (Jiao et al., 2020). Specifically, a beam ad-
mits transmissions from multiple devices. NOMA re-
sults in severe co-channel interference. To solve this
problem, interference mitigation schemes should be
combined with NOMA. For example, precoders for
the beams are designed according to the CSI related
to the devices sharing the same beam. Moreover,
successive interference cancellation (SIC) can be em-
ployed to further reduce the interference (Chen XM
et al., 2018; Tian and Chen, 2019). However, these
schemes may lead to high computational complexity.

Generally, OMA and NOMA techniques have
their advantages, but also have some extra prob-

lems. Hence, one should choose multiple access
techniques according to the characteristics and re-
quirements of the satellite IoT network. Fig. 5 com-
pares the performance of the OMA technique and
NOMA technique in satellite IoT. We choose FDMA
as a typical OMA technique. It is found that for a
given required minimum signal-to-interference-plus-
noise (SINR) requirement, NOMA consumes much
less total transmit power than FDMA, which is quite
appealing for satellite IoT. However, NOMA has a
higher implementation complexity than FDMA.
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Fig. 5 Performance comparison of orthogonal
frequency division multiple access (FDMA) and
non-orthogonal multiple access (NOMA) techniques
(SINR: signal-to-interference-plus-noise)

5 Development trends of satellite IoT

The research on satellite IoT has just begun, and
many critical issues have not been well addressed.
Currently, satellite IoT is a simple network that can-
not fully satisfy the requirements of IoT services.
Academia and industry in multiple countries are de-
veloping satellite IoT, which means fast development
of satellite IoT. In this section, we list some develop-
ment trends in satellite IoT.

5.1 Satellite-territorial integrated IoT

So far, there have been many IoT networks, es-
pecially low-power wide-area networks (LPWANs).
In space, we have satellite IoT. On the ground, we
have 5G narrowband IoT (NB-IoT). These IoT net-
works have their respective advantages. Satellite
IoT can provide wide coverage at low cost, while
5G NB-IoT can support massive connectivity with
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performance guarantees. Traditionally, these two
IoT networks provide services in different areas, i.e.,
satellite IoT in urban and rural areas and satellite
IoT in remote areas such as forests, oceans, moun-
tains, and deserts. By combining these two IoT net-
works, the integrated IoT network is capable of pro-
viding seamless coverage across the world, and thus
realizes the goal of IoE (Kuang et al., 2018).

5.2 Multi-LEO satellite cooperation

A challenging issue of satellite IoT is the high
mobility of LEO satellites, resulting in performance
degradation and frequent handoff. A possible so-
lution is the cooperation among multiple adjacent
LEO satellites. On one hand, multi-LEO satellite
cooperation can improve the performance by using
multi-point cooperative transmission techniques. On
the other hand, multi-LEO satellite cooperation can
conduct soft handoff, and thus avoids service inter-
ruption. To realize effective multi-LEO satellite co-
operation, corresponding cooperation protocols and
techniques must be designed.

5.3 Joint LEO and GEO satellite access

Currently, satellite IoT takes LEO satellites as
APs and GEO satellites as nodes of core networks.
LEO and GEO satellites have respective advantages
and disadvantages. LEO satellites have low trans-
mission delay but move fast. GEO satellites remain
static with respect to the Earth but have high trans-
mission delay. In fact, LEO satellites also can be
used as APs. This is because some IoT services
are delay-insensitive, but have stringent reliability
requirements. Thereby, joint LEO and GEO satel-
lite access is a development trend of next-generation
satellite IoT.

5.4 Convergence of satellite IoT and deep-
space communication networks

In recent years, the international community
began a new round of deep-space exploration, e.g.,
lunar and Mars explorations. To realize effective
deep-space exploration, several big powers have con-
structed deep-space communication networks, which
build transmission links between the exploration
rover and the Earth stations via the relay of mul-
tiple satellites. In the future, exploration bases will
be built on the moon and Mars. Hence, there is

a large transmission requirement that the current
deep-space communication network cannot fulfill.
If satellite IoT and deep-space communication net-
works are combined, it is possible to build a high-
throughput space network, which further broadens
the coverage of satellite IoT from the Earth to the
space.

6 Conclusions

We presented a review of satellite IoT, focusing
on radio interface techniques. First, we provided an
introduction to satellite IoT networks, with an em-
phasis on the characteristics of IoT services, includ-
ing massive packets, sporadic traffic, small data, and
heterogeneous requirements. Then we analyzed var-
ious challenging issues in the design of satellite IoT,
i.e., massive connectivity, wide coverage, high mo-
bility, low power, and stringent delay. We also pre-
sented an example of the design of satellite IoT from
access protocols to access techniques, and showed
the performance through numerical simulations. Fi-
nally, some development trends of satellite IoT were
discussed.

Contributors
Xiaoming CHEN performed the simulations and drafted

the paper. Zhaobin XU and Lin SHANG helped organize the

paper. Xiaoming CHEN, Zhaobin XU, and Lin SHANG

revised and finalized the paper.

Compliance with ethics guidelines
Xiaoming CHEN is a corresponding expert of Fron-

tiers of Information Technology & Electronic Engineering.

Xiaoming CHEN, Zhaobin XU, and Lin SHANG declare that

they have no conflict of interest.

References
Ahmed N, De D, Hussain I, 2018. Internet of Things (IoT) for

smart precision agriculture and farming in rural areas.
IEEE Internet Things J, 5(6):4890-4899.
https://doi.org/10.1109/JIOT.2018.2879579

Briskman R, 1984. Domestic satellite services for rural areas.
IEEE Commun Mag, 22(3):35-38.
https://doi.org/10.1109/MCOM.1984.1091902

Cao XL, Yang B, Shen YL, et al., 2023. Edge-assisted multi-
layer offloading optimization of LEO satellite-terrestrial
integrated networks. IEEE J Sel Areas Commun,
41(2):381-398.
https://doi.org/10.1109/JSAC.2022.3227032

Caus M, Perez-Neira A, Mendez E, 2021. Smart beamforming



Chen et al. / Front Inform Technol Electron Eng 2023 24(7):935-944 943

for direct LEO satellite access of future IoT. Sensor,
21(14):4877.

Centenaro M, Vangelista L, Saur S, et al., 2017. Compar-
ison of collision-free and contention-based radio access
protocols for the Internet of Things. IEEE Trans Com-
mun, 65(9):3832-3846.
https://doi.org/10.1109/TCOMM.2017.2707074

Chen XM, 2019. Massive Access for Cellular Internet of
Things Theory and Technique, Springer, Singapore.
https://doi.org/10.1007/978-981-13-6597-3

Chen XM, Zhang ZY, Zhong CJ, et al., 2018. Fully non-
orthogonal communication for massive access. IEEE
Trans Commun, 66(4):1717-1731.
https://doi.org/10.1109/TCOMM.2017.2779150

Chen XM, Ng DWK, Yu W, et al., 2021. Massive access for
5G and beyond. IEEE J Sel Areas Commun, 39(3):615-
637. https://doi.org/10.1109/JSAC.2020.3019724

Chen ZL, Sohrabi F, Liu YF, et al., 2019. Covariance based
joint activity and data detection for massive random
access with massive MIMO. Proc IEEE Int Conf on
Communications, p.1-6.
https://doi.org/10.1109/ICC.2019.8761672

Chu JH, Chen XM, Zhong CJ, et al., 2021. Robust design
for NOMA-based multibeam LEO satellite Internet of
Things. IEEE Internet Things J, 8(3):1959-1970.
https://doi.org/10.1109/JIOT.2020.3015995

Cisco, 2019. Cisco Visual Networking Index: Global Mobile
Data Traffic Forecast Update. 2017–2022 White Paper.

De Sanctis M, Cianca E, Araniti G, et al., 2016. Satellite
communications supporting Internet of Remote Things.
IEEE Internet Things J, 3(1):113-123.
https://doi.org/10.1109/JIOT.2015.2487046

Di BY, Song LY, Li YH, et al., 2019. Ultra-dense LEO: inte-
gration of satellite access networks into 5G and beyond.
IEEE Wirel Commun, 26(2):62-69.
https://doi.org/10.1109/MWC.2019.1800301

Fengler A, Caire G, Jung P, et al., 2019. Massive MIMO
unsourced random access.
https://arxiv.org/abs/1901.00828

Hassan NUL, Huang CW, Yuen C, et al., 2020. Dense small
satellite networks for modern terrestrial communica-
tion systems: benefits, infrastructure, and technologies.
IEEE Wirel Commun, 27(5):96-103.
https://doi.org/10.1109/MWC.001.1900394

Islam SMR, Kwak D, Kabir MH, et al., 2015. The Internet of
Things for health care: a comprehensive survey. IEEE
Access, 3:678-708.
https://doi.org/10.1109/ACCESS.2015.2437951

Jiao J, Sun YY, Wu SH, et al., 2020. Network utility
maximization resource allocation for NOMA in satellite-
based Internet of Things. IEEE Internet Things J,
7(4):3230-3242.
https://doi.org/10.1109/JIOT.2020.2966503

Joroughi V, Vázquez MÁ, Pérez-Neira AI, et al., 2017. On-
board beam generation for multibeam satellite systems.
IEEE Trans Wirel Commun, 16(6):3714-3726.
https://doi.org/10.1109/TWC.2017.2687924

Kaur H, Sood SK, 2020. Energy-efficient IoT-fog-cloud archi-
tectural paradigm for real-time wildfire prediction and
forecasting. IEEE Syst J, 14(2):2003-2011.
https://doi.org/10.1109/JSYST.2019.2923635

Kodheli O, Andrenacci S, Maturo N, et al., 2019. An uplink
UE group-based scheduling technique for 5G mMTC
systems over LEO satellite. IEEE Access, 7:67413-
67427. https://doi.org/10.1109/ACCESS.2019.2918581

Kuang LL, Jiang CX, Qian Y, et al., 2018. Terrestrial-
Satellite Communication Networks—Transceivers De-
sign and Resource Allocation, Springer, Cham, Switzer-
land. https://doi.org/10.1007/978-3-319-61768-8

Liu L, Larsson EG, Yu W, et al., 2018. Sparse signal
processing for grant-free massive connectivity: a future
paradigm for random access protocols in the Internet of
Things. IEEE Signal Process Mag, 35(5):88-99.
https://doi.org/10.1109/MSP.2018.2844952

Qiu T, Zhao Z, Zhang T, et al., 2020. Underwater Internet
of Things in smart ocean: system architecture and open
issues. IEEE Trans Ind Inform, 16(7):4297-4307.
https://doi.org/10.1109/TII.2019.2946618

Qu ZC, Zhang GX, Cao HT, et al., 2017. LEO satellite
constellation for Internet of Things. IEEE Access,
5:18391-18401.
https://doi.org/10.1109/ACCESS.2017.2735988

Shao XD, Chen XM, Jia RD, 2020. A dimension reduction-
based joint activity detection and channel estimation
algorithm for massive access. IEEE Trans Signal Pro-
cess, 68:420-435.
https://doi.org/10.1109/TSP.2019.2961299

Statista Research Department, 2016. Internet of Things
(IoT) Connected Devices Installed Base Worldwide from
2015 to 2025 (in Billions).

Tian FY, Chen XM, 2019. Multiple-antenna techniques in
nonorthogonal multiple access: a review. Front Inform
Technol Electron Eng, 20(12):1665-1697.
https://doi.org/10.1631/FITEE.1900405

Vázquez MÁ, Pérez-Neira A, Christopoulos D, et al.,
2016. Precoding in multibeam satellite communica-
tions: present and future challenges. IEEE Wirel Com-
mun, 23(6):88-95.
https://doi.org/10.1109/MWC.2016.1500047WC

Wang WJ, Liu A, Zhang Q, et al., 2018. Robust multi-
group multicast transmission for frame-based multi-
beam satellite systems. IEEE Access, 6:46074-46083.
https://doi.org/10.1109/ACCESS.2018.2865998

Xu LD, He W, Li SC, 2014. Internet of Things in industries:
a survey. IEEE Trans Ind Inform, 10(4):2233-2243.
https://doi.org/10.1109/TII.2014.2300753

Ying M, Chen XM, Shao XD, 2023. Exploiting tensor-
based Bayesian learning for massive grant-free random
access in LEO satellite Internet of Things. IEEE Trans
Commun, 71(2):1141-1152.
https://doi.org/10.1109/TCOMM.2022.3227294

You L, Liu A, Wang WJ, et al., 2019. Outage constrained ro-
bust multigroup multicast beamforming for multi-beam
satellite communication systems. IEEE Wirel Commun
Lett, 8(2):352-355.
https://doi.org/10.1109/LWC.2018.2872710

You L, Li KX, Wang JH, et al., 2020. Massive MIMO
transmission for LEO satellite communications. IEEE
J Sel Areas Commun, 38(8):1851-1865.
https://doi.org/10.1109/JSAC.2020.3000803



944 Chen et al. / Front Inform Technol Electron Eng 2023 24(7):935-944

You XH, Wang CX, Huang J, 2021. Towards 6G wire-
less communication networks: vision, enabling technolo-
gies, and new paradigm shifts. Sci China Inform Sci,
64:110301. https://doi.org/10.1007/s11432-020-2955-6

Zanella A, Bui N, Castellani A, et al., 2014. Internet of
Things for smart cities. IEEE Internet Things J,
1(1):22-32.
https://doi.org/10.1109/JIOT.2014.2306328

Zhang ZJ, Li Y, Huang CW, et al., 2020. User activity detec-
tion and channel estimation for grant-free random ac-
cess in LEO satellite-enabled Internet of Things. IEEE
Internet Things J, 7(9):8811-8825.
https://doi.org/10.1109/JIOT.2020.2997336

Zhang ZY, Wang XB, Zhang Y, et al., 2016. Grant-free rate-
less multiple access: a novel massive access scheme for
Internet of Things. IEEE Commun Lett, 20(10):2019-
2022. https://doi.org/10.1109/LCOMM.2016.2593447

Zheng G, Chatzinotas S, Ottersten B, 2012. Generic op-
timization of linear precoding in multibeam satellite
systems. IEEE Trans Wirel Commun, 11(6):2308-2320.
https://doi.org/10.1109/TWC.2012.040412.111629


	Introduction
	Satellite Internet of Things (IoT) networks
	Network architecture
	Service characteristics

	Challenges in satellite IoT
	Massive connectivity
	Wide coverage
	High mobility
	Low power
	Stringent latency

	Solutions to satellite IoT
	Access protocol
	Multiple access techniques

	Development trends of satellite IoT
	Satellite-territorial integrated IoT
	Multi-LEO satellite cooperation
	Joint LEO and GEO satellite access
	Convergence of satellite IoT and deep-space communication networks

	Conclusions


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.01667
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.03333
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 2400
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (sRGB IEC61966-2.1)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /DEU <>
    /ENU <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice


