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Abstract: Critical functionality and huge influence of the hot trend/topic page (HTP) in microblogging sites have
driven the creation of a new kind of underground service called the bogus traffic service (BTS). BTS provides a kind
of illegal service which hijacks the HTP by pushing the controlled topics into it for malicious customers with the
goal of guiding public opinions. To hijack HTP, the agents of BTS maintain an army of black-market accounts called
bogus traffic accounts (BTAs) and control BTAs to generate a burst of fake traffic by massively retweeting the tweets
containing the customer desired topic (hashtag). Although this service has been extensively exploited by malicious
customers, little has been done to understand it. In this paper, we conduct a systematic measurement study of the
BTS. We first investigate and collect 125 BTS agents from a variety of sources and set up a honey pot account to
capture BTAs from these agents. We then build a BTA detector that detects 162 218 BTAs from Weibo, the largest
Chinese microblogging site, with a precision of 94.5%. We further use them as a bridge to uncover 296 916 topics
that might be involved in bogus traffic. Finally, we uncover the operating mechanism from the perspectives of the
attack cycle and the attack entity. The highlights of our findings include the temporal attack patterns and intelligent
evasion tactics of the BTAs. These findings bring BTS into the spotlight. Our work will help in understanding and
ultimately eliminating this threat.
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1 Introduction spikes in the platform’s current traffic volume. Nu-
merous platform users check the HTP to obtain the
current hot news and information of interest. How-

ever, once disinformation is illegally pushed into the

tial mechanism for the functionality and underly- HTP, it will be further amplified (Elmas et al., 2021),
ing business model of microblogging sites. These

The hot trend/topic page (HTP), e.g., trends
in Twitter and hot search in Weibo, is an essen-

) ! and many users might be misled by the disinforma-
pages aggregate mainly the popular topics that have i, Therefore, the integrity and authenticity of

the HTP are integral to microblogging sites. Unfor-
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accounts that we call bogus traffic accounts (BTAs)
to orchestrate the entire attack. BTAs tweet and
retweet the tweets containing the target topic, gener-
ating a vast amount of traffic related to the topicin a
short time. The burst of traffic fools the underlying
HTP system into including the topic. BTS agents
can be easily found from various channels such as
websites, e-commerce platforms, and even in online
social networks (OSNs). The convenience and low
cost of BTSs lower the entry barriers for manipulat-
ing public opinion and twisting facts, e.g., making it
possible to guide public opinion and influence polit-
ical elections (Just et al., 2012).

Previous research has studied Twitter spam
markets (Thomas et al., 2013), Twitter follower
markets (Stringhini et al., 2013), Facebook like
farms (de Cristofaro et al., 2014), and collusive
retweeting markets (Dutta and Chakraborty, 2020).
The goal of these black markets is mainly to increase
the numbers of likes and followers, whereas the BTS
aims at pushing a fake topic into the HTP. More-
over, BTS requires agents to adopt more complex
operating mechanisms to control the BTAs to con-
duct attacks and evade detection. So far, to the best
of our knowledge, no prior work has been dedicated
to studying BTSs.

To bridge the gap, in this paper, we conduct
a large-scale comprehensive measurement study of
BTSs, which answers mainly three questions: What
is the BT'S marketplace? How can we efficiently iden-
tify the bogus traffic? What is the BTS operating
mechanism?

To answer the first question, we conduct an inte-
grated and detailed investigation of BTS agents. We
first explore three different approaches to expose as
many agents as possible, including querying search
engines, searching on e-commerce platforms, and an-
alyzing the promotional profile portraits from social
networks. In total, we collect 125 agents with their
prices and contact information (Section 4).

To answer the second question, we build a ma-
chine learning classifier to detect BTAs as a bridge
to identify the bogus traffic. The motivation for this
indirect approach is that the bogus traffic content,
such as fake retweets, is not significantly different
from the tweets generated by normal users, although
there are still some linguistic characteristics that can
uniquely identify BTAs (Section 5).

To answer the last question, we deploy our clas-

sifier on our large-scale dataset containing 523 323
users and detect 162 218 BTAs in it with a precision
of 94.5%. Then we set up some rules to filter out the
tweets related to the BTS. Based on these BTAs and
tweets, we uncover the operating mechanism of BTS
from the perspectives of the attack cycle and the at-
tack entity. Highlights of our findings include the
temporal attack patterns and the intelligent evasion
tactics of BTAs (Section 6).

Our main contributions are summarized as
follows:

1. We perform a 10-month study to build a
ground-truth dataset containing 5042 BTAs and
6652 benign users, and a large-scale dataset contain-
ing 523 323 accounts and 80 182 376 tweets. We will
share these datasets to facilitate future research.

2. By analyzing the linguistic differences be-
tween normal tweets and evasive tweets, we find a
unique text-based feature to distinguish BTAs from
Combined with other profile-based
features, we propose an effective BTA detection
method that can be integrated into current moni-

normal users.

toring systems.

3. We find a new kind of temporal attack
pattern. BTAs will generate a large number of
fake retweets in the beginning and at the end,
but few retweets in the middle of an attack cycle,
whereas existing malicious identities, e.g., fraud lik-
ers (de Cristofaro et al., 2014), collusive retweet-
ers (Dutta and Chakraborty, 2020), CrowdTurfers
(Song et al., 2015), and black-market accounts (Song
et al., 2015), either perform malicious activities
steadily or concentrate only on one period of time.
The fundamental reason for this new temporal at-
tack behavior is that the fake traffic generated by
the BTS could also attract real traffic.

4. We observe a series of new BTA evasion tac-
tics. For example, they have limited connections
with other users and do not explicitly perform ma-
licious actions against their surrounding network,
such as spreading malicious uniform resource loca-
tors (URLs) (Thomas et al., 2014). In addition,
their evasive tweets are very human-like, because
they are mainly from a large corpus crawled from
famous quote websites and news websites. Even in
their fake retweets, the additional comments added

by them are highly relevant to the original tweets.
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2 Related works

In this section, we categorize related works into
three categories corresponding to the focus of our
research questions: marketplaces, detection, and op-
erating mechanisms.

2.1 Black marketplace discovery

Understanding and measuring the black market
has been an active research area for a long time.
van Wegberg et al. (2018) evaluated the commodi-
tization of cybercrime and discovered that the cash-
out service feature involves the most listings and gen-
erates the largest revenue. Booij et al. (2021) investi-
gated the vendor careers of the dark net market and
found that their career trajectories were heavily un-
balanced in terms of longevity and success. Cuevas
et al. (2022) conducted a comprehensive analysis of
the Hansa market and found its total market revenue
to be 50 million US dollars.

In the OSN domain, Dutta and Chakraborty
(2020) described the characteristics of collusive
They discovered that black market
services have two types: premium and freemium.
Torres-Lugo et al. (2022) analyzed the US hyper-
partisan train network and found evidence of activ-
ity by inauthentic automated accounts and abnormal
content deletion. None of them are dedicated to BTS
which aims to push topics to the HTP. In addition,
BTS is a more advanced malicious service that em-
ploys various intelligent evasion tactics to conduct
attacks on behalf of customers.

retweeters.

2.2 Fraud account detection

Existing fraud account detection methods for
OSNs can be divided roughly into three categories:
feature-based approaches, graph-based approaches,
and aggregate behavior based approaches.

1. Feature-based approaches. Feature-based ap-
proaches (Song et al., 2015; Beskow and Carley, 2019,
2020) model fraud account detection as a binary clas-
sification problem and adopt machine learning tech-
niques. Specifically, they first encode a user’s be-
havioral patterns and profiles in features. Then they
leverage supervised machine learning techniques or
unsupervised machine learning techniques to detect
sybils. For instance, CrowdTarget (Song et al., 2015)
detects crowdturfing tweets based on features from
retweet time distribution.

2. Graph-based approaches. Graph-based meth-
ods (Ali Alhosseini et al., 2019; Feng et al., 2021,
2022, 2023) view accounts as nodes and social links
between accounts as edges. They detect fraud ac-
counts by leveraging graph algorithms, e.g., graph
convolution neural networks (Ali Alhosseini et al.,
2019). These works often hold the assumption that
in a social graph, there exist a limited number of
attack edges between benign users and fraud ac-
counts (Feng et al., 2022).

3. Aggregate behavior based approaches. Ag-
gregate behavior based approaches (Cao et al., 2014;
Zheng et al., 2017; Yuan et al., 2019) focus on uncov-
ering a group of users by identifying the synchronized
group activities. For example, lanus in Yuan et al.
(2019) extracts common registration patterns, e.g.,
using the same Internet protocols (IPs) at registra-
tion time.

Unfortunately, fraud accounts are becoming in-
creasingly advanced and hard to identify (Freitas
et al., 2015; Cresci et al., 2017, 2019; Weeras-
inghe et al., 2020). They perform complex behav-
iors, e.g., copying personal pictures (Woolley, 2016),
and conduct more difficult attacks, e.g., trend ma-
nipulation (Zhang et al., 2017; Guo et al., 2018).
These complex behaviors bring new patterns to
fraud accounts, which makes these detection meth-
ods ineffective.

2.3 Operating mechanism disclosure

Zhang et al. (2017) discussed the Twitter trend
manipulation problem and revealed that popularity,
coverage, potential coverage, and reputation are the
key factors in the Twitter trend. Guo et al. (2018)
used a specific Weibo hot topic to demonstrate that
spammers can manipulate public sentiment. Jakesch
et al. (2021) analyzed manipulated Twitter trends
in the Indian general election and showed that the
campaigns produced hundreds of nationwide Twit-
ter trends throughout the election. These works an-
alyzed only the operating mechanism on a limited
dataset (e.g., 2000 accounts), and they did not an-
alyze the patterns from the malicious account side
(e.g., temporal activities and evasiveness). We con-
duct a more comprehensive study on a large-scale
dataset with more than 5 x 10° accounts and more
than 8 x 107 tweets.

The work by Elmas et al. (2021) is perhaps the
most related to ours. Elmas et al. (2021) presented
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an ephemeral astroturfing attack on Twitter trends.
However, the astrobots in their work are not as in-
telligent and evasive as our BTAs. For example, the
astrobots post ungrammatical tweets by randomly
concatenating words and phrases. To evade detec-
tion, they simply delete fake tweets in a few minutes.

3 Background
3.1 Microblogging sites

Microblogging sites are particularly popular
nowadays. Users can post their tweets, view others’
tweets, and like or retweet others’ tweets. To im-
prove user experience, microblogging sites aggregate
the topics that are being intensely discussed on the
platform, such as trends in Twitter and hot search
in Weibo.
generally determined by a combination of its traffic
volume and the time it takes to create the volume.

The inclusion of a topic in an HTP is

For example, Weibo sorts topics based on the incre-
ment of topic reading per hour and the amount of
user participation per hour, and then lists the top 50
as hot search topics. The HTP, as one of the top-level
entries of these platforms, is heavily viewed by users
to get to know the hot news. Thus, if a malicious or
fake topic appears in the HTP, an enormous number
of users will be affected.

3.2 Threat model

The BTS threat model is shown in Fig. 1. It
consists mainly of two parts: the physical world and
the OSN world. This study focuses on attacks in
the OSN world. We define the attack process as the
following: BTAs (attacker/attack entity) massively
tweet and retweet with the target topics (hashtags)
until the site’s HTP (victim) includes the target top-
ics. Meanwhile, the BTAs adopt complex tactics to
impersonate benign accounts to evade detection.

Specifically, malicious customers want to push
a target topic into the HTP. For instance, the target
topic may be related to a superstar. The malicious
customers achieve their goal by purchasing the BTS
from the agents. These agents can be discovered
through channels, including search engines and e-
commerce platforms, and within the OSN itself.

These BTS agents control and maintain an army
of BTAs, which execute the concerted operation.
The BTAs adopt various strategies to mimic genuine

LeJ @J| ‘
- > >
trohace| TOO8 | < Push
Purchase| 1 ® ] Control |_ J
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' Impersonate\ A tiract
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! .
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users " have laccounts

Physical world Online social network world

Fig. 1 Threat model of our research consisting of ma-
licious customers, agents, benign users, BTAs, target
topics, and benign accounts

accounts within the OSN, enhancing their semblance
of normality. During the execution of this attack, the
BTAs push the target topic into the HTP by generat-
ing an immense volume of traffic related to the topic
Once the selected
topic has gained sufficient traffic to appear in the
HTP, the benign accounts on the platform can view
this topic within the HTP.

If these unsuspecting benign users opt to delve
into the specifics of the topic, they are confronted
with the content desired by the malicious actors. It
should be noted that the quality and authenticity of
the content are not guaranteed. The attack serves
to mislead the HTP, thereby suppressing organically

within a condensed time frame.

popular topics. Consequently, benign users are un-
wittingly deceived by malicious customers.

4 Marketplace of BTS

In this section, we first describe the procedure
for finding the BTS agents, in which we observe
some interesting promotional strategies that may be
designed to bypass the current censoring systems.
Then we investigate their preferred communication
channels and analyze the possible reasons from three
perspectives.

4.1 Finding agents of BTS

The first step in our investigation is to find BTS
agents. Because this kind of service is an under-
ground service, it is difficult to directly find those
agents. We try to find them using three sources:
search engines, e-commerce platforms, and Weibo.

For search engines, we use some bogus traffic-
related keywords (e.g., buy traffic, HTP service, and
HTP business) to search potential BTS websites. For
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each search result, we manually check if the website
offeres BTS. Finally, to the best of our effort, we find
11 agents from these websites.

For e-commerce platforms, we use the same
strategy to search bogus traffic related keywords
in Taobao, Jingdong, and Pinduoduo, because they
are the mainstream e-commerce platforms in China.
For instance, Taobao has 726 million consumers in
China (Alibaba Inc., 2020); Jingdong has more than
270 000 third-party merchants (JD Inc., 2020); Pin-
duoduo has more than 300 million active buyers and
more than 1 million merchants (PDD Inc., 2020).
Finally, to the best of our effort, we find 12 agents
on these three e-commerce platforms. It is worth
mentioning that all the agents we find on these
e-commerce platforms post little text information
about what they could do. Almost all the text in-
formation is simply a message “Please contact for
details.” Instead, they put all the BTS details into
images. We believe that it is because e-commerce
platforms have better content censoring on text de-
scriptions and pay less attention to the descriptions
in images.

For Weibo, we randomly collect 275 719 user
profile portraits in Weibo and manually identify the
text information in them, from which we obtain 2310
photos containing BTS-related promotional infor-
mation. We also find an interesting promotional
strategy of the agents, i.e., hiding the promotion
information in user profile portraits. Fig. 2 shows
some promotional profile portraits. In these photos,
the promotion information is hidden in the original
photo in a watermark form. The promotion informa-
tion usually has two core parts, including the prod-
uct descriptions and contact methods. In addition,
the texts are deformed, e.g., spinning and bending,
to make them hard to identify. We manually con-
tact all agents who left the contact information in
these photos. In total, we discover 102 BTS agents.
We also evaluate the effectiveness of existing opti-
cal character recognition (OCR) techniques in ex-
tracting the text information from these portraits.
Specifically, we test 100 photos by using the state-of-
the-art OCR technique offered by machine learning
as a service (MlaaS) from Baidu Cloud, Ali Cloud,
and Huawei Cloud. Test results show that they can
recognize only about 60% of the words on average,
which means that so far state-of-the-art OCR algo-
rithms cannot solve this problem well.

Fig. 2 Promotional profile portraits

Promotional information is hidden in the picture in the form
of a watermark. The words in red are the translations of
the Chinese characters in the watermark. References to color
refer to the online version of this figure

By chatting with these agents, we find that they
also offer other malicious services, such as fake fol-
lowing, fake liking, and fake search volume. We ob-
serve that the agents use the same group of accounts
to perform these tasks. For instance, we find that
the fake followers in the fake following service also
post fake tweets for BTS.

4.2 Communication channels

BTS agents need a way to communicate with
their customers. To find out how we could con-
tact them, we manually analyze the contact meth-
ods shown in the promotional profile portraits. We
find that the BTS agents use only instant messag-
ing applications (IM Apps) as their communication
channels, especially QQ and WeChat, which are the
most widely used applications in China. Specifically,
71.6% of them used QQ and 58.8% of them used
WeChat.
a communication channel. We analyze the reasons
why IM Apps such as QQ and WeChat are adopted

as the main communication channel from the fol-

Surprisingly, no black forum is used as

lowing three perspectives: popularity, security, and
convenience. Detailed analysis can be found in the
supplementary materials.

5 Identifying bogus traffic

Directly identifying bogus traffic is a challeng-
ing task, because its contents, e.g., fake retweets,
are almost the same as those from normal users.
Therefore, we propose to detect the BTAs first as
a bridge to identify the bogus traffic. Although the
BTAs adopt evasive tactics, we find that there are
still some linguistic characteristics that can uniquely
identify them. Specifically, we take a further look at
their evasive tweets (examples are given in the sup-
plementary materials), which are not involved in any
bogus traffic (no hashtag in the tweet) and are used
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to make the BTAs look like human users. We find
that these evasive tweets are linguistically different
from the tweets generated by normal people.

Fig. 3 shows our overall methodology for detect-
ing BTAs. We first present our infiltration frame-
work to gather the initial seed BTA dataset. Then,
based on the analysis of the seed dataset, we propose
a novel detection algorithm that consists mainly of a
BERT-based feature extractor and an XGBoost clas-
sifier. The BERT-based feature extractor is used to
learn the linguistic differences between evasive tweets
Finally, the XGBoost classifier
combines the linguistic feature and other profile fea-
tures to make the final decision.

and normal tweets.

5.1 Infiltration framework

Recall that we have found 125 BTS agents (Sec-
tion 4). To build the ground-truth BTA dataset,
we choose to purchase BTS from these agents for
research purposes. We discuss the potential ethical
problems in Section 7.3.

Table 1 shows our purchase solution. We could
not purchase BTS from any discovered agents be-
cause of the financial cost and ethical problems. Con-
sidering the financial cost, we purchase BTS from
seven randomly selected agents in our list. Instead
of directly purchasing BTS, we purchase an alterna-
tive malicious service, i.e., a fake following service,
which the BTS agents also offer.
we aim at obtaining the maximum number of BTAs.
For the fake following service, we could easily ob-

This is because

tain the accounts that follow us. However, in other
alternative services, such as fake searching, fake lik-
ing, or BTS, we could not determine who performes

: }'%ﬁ' BERT
%

/ @ g0
R@ = r'-.
—E—= @ IN
-g- il

N = OQM %

Fig. 3 Overview of our detection methodology
@: setting up a honeypot account to capture BTAs. @:
purchasing BTAs from agents. ®: agents manipulate BTAs
to conduct an attack. @: BTAs’ attack is captured by the
honeypot account. ®: building the ground-truth dataset.
®: using BERT to extract semantic features. @: analyzing
profile-based features. ®: XGBoost classifier

the task. Another reason is that the fake follow-
ing service is the least harmful service compared to
This service is cheaper
than other services, which creates the least revenue

other alternative services.
for underground markets. In our experiments, we
set up a honeypot Weibo account to collect the pur-
chased accounts. To further reduce the potential
impact on Weibo, we set an announcement stating
that the account is used for bogus traffic research:
please do not trust the messages sent by all the fans
of this account. We also leave our contact method
in this announcement and report it to Weibo. An-
other interesting finding in our purchase is that the
agents are dishonest. As shown in Table 1, we can
see that the number of actually delivered BTAs is
much smaller than the number of accounts ordered.
As a result, we successfully obtain 5042 BTAs out of
the 7450 ordered BTAs.

In addition to the seed ground-truth BTAs pur-
chased from the agents, we collect the fans of these
seed BTAs as a candidate account dataset for our
measurement study. Our intuition is that the fans of
BTAs are more likely to be BTAs. We believe that
if we could learn a detector from the seed BTAs, we
could use it to identify more BTAs from this can-
didate dataset to enlarge the dataset used in our
measurement study. In total, we obtain 523 323
fans of the seed BTAs to form the candidate account
dataset. In the process of collecting benign users
in Weibo, we observe a phenomenon which could
help us reduce the potential false positives. Specif-
ically, we find that benign users will communicate
with others in Weibo. Thus, we collect only the
users who comment on the hot tweets and also com-
municate with others in the comments. In total, we
After obtaining all the
seed BTAs, candidate accounts, and benign users,

collect 6652 benign users.

we use web crawlers to collect their information in
Weibo, which consists of two parts: profile informa-
tion and the posted tweets. The crawling period for
the seed BTAs and benign users was from August
2019 to December 2019, and the crawling period for
the candidate accounts was from January 2020 to
May 2020. Table 2 summarizes the information for
the datasets obtained in our infiltration process.

5.2 Detecting BTAs

After analyzing the behaviors of the seed BTAs,
we find that they adopt tactics to evade detection;
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Table 1 Purchase solution for BTAs

Agent Source Number of accounts ordered Number of accounts obtained
GYCMS87 Head portraits 50 27
KunMaiFen Head portraits 1500 1004
June Flower Outdoor Store E-commerce 700 468
Yetian Outdoor Store E-commerce 700 489
Yesheng Outdoor Store E-commerce 500 473
fsj3.com Website 2000 1378
www.niufenba.com Website 2000 1203
Total 7450 5042

Table 2 Datasets gathered in our infiltration process
Dataset Type Number of accounts Time

Ground-truth dataset BTAs 5042 Aug. 2019-Dec. 2019

Benign users 6652 Aug. 2019-Dec. 2019

Candidate dataset Fans of BTAs 523 323 Jan. 2020-May 2020

e.g., they will post many tweets such as famous
quotes which are human-generated tweets. More-
over, the tweets related to bogus traffic are only a
small portion of all the tweets they post.

In particular, their malicious behaviors, i.e.,
fake retweets, do not exhibit aggregate behavioral
patterns, which are considered as the core features in
previous sybil detection methods (Cao et al., 2014;
Thomas et al., 2014; Zheng et al., 2017). To ver-
ify this finding, we perform a preliminary study on
the seed BTAs by computing the pairwise behavioral
similarity of BTAs from the same agent. Specifi-
cally, we denote one malicious behavior of the BTAs
as a tuple (U, J,T), where U, J, and T represent
the account identity, target topic in the tweet, and
timestamp of the tweet, respectively. For accounts
u and v, we derive the behavior sets B(u) and B(v)
associated with v and v as

B(u):{(UaJth)v(U>J2aT2)a"' 7(U7Jm7Tm)}7 (1)
B(v):{(V7J{7T1/)7(VN]éaTQI)W" ,(V,JT/”T,/Z)}. (2)

For pairwise accounts u and v, and for a given
k, (U, Ji, T) € B(u), we specify that if P, (k) =1
exists, (V, J/,T]) € B(v), such that the following two
proprieties are true:

(1) The two target topics are the same, Jj, = Jj;

(2) The two behaviors occur within a fixed time
slot AT, |Ty, — T/| < AT.

P, (k) = 0 otherwise. Finally, we compute the
similarity between pairwise accounts u and v as fol-

lows (Zheng et al., 2017):

> ohey Pu(k) + 3705 Pu(l)
|B(u)| + |B(v)]

Sim(u, v) =

The similarity computes the percentage of possible
collaborative tweets in the tweets of two accounts.
If two accounts are highly similar, then we say that
they have a stronger aggregate behavioral pattern.
Then, we set AT = 24 h (Zheng et al., 2017) and
compute the cumulative distribution function (CDF)
of the pairwise BTA similarities for each agent in
our seed BTA dataset. As shown in Fig. 4, over-
all, about 70% of the pairwise similarities are zero.
This indicates that the BTAs do not have aggregate
behavioral patterns.

To defend against this high evasiveness, we go
one step further by looking at the contents of the eva-
sive tweets. Then we discover an untapped strong
indicator—the linguistic differences of the evasive
tweets posted by the BTAs. The motivation for this
choice is our finding that these evasive tweets are
not original; i.e., they are sampled from a specific
corpus maintained by the BTS agents. The corpus
includes many quotations expressed in ancient Chi-
nese, e.g., “Sharpening makes a mighty sword, and
cold makes a blooming wintersweet.” These tweets
have differences in word choice and sentence struc-
ture compared with the tweets generated by normal
people, e.g., “The grind of stone sharpens the blade,
the bite of frost sweetens the wintersweet.” Thus,
they should have linguistic differences with the ones
generated by normal people.
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Fig. 4 Cumulative distribution function (CDF) of
pairwise behavioral similarity of BTAs from different
agents in our ground-truth dataset (A higher similar-
ity indicates a stronger behavioral aggregate pattern)

Therefore, we take the linguistic differences of
the evasive tweets into consideration when detecting
the BTAs. Specifically, we customize BERT (Devlin
et al., 2018) to build a classifier to predict if a tweet
is an evasive tweet. This is because the BERT model
is one of state-of-the-art natural language process-
ing (NLP) models (Liu et al., 2023). BERT has set
new standards for precision across 11 typical NLP
tasks, consistently outstripping other top-tier NLP
models in terms of performance, and notably be-
ing the first to surpass human benchmarks. It is
for these reasons that we propose BERT as the op-
timal solution for identifying evasive tweets with a
high accuracy. We also try to use another NLP
model called word2vec (Mikolov et al., 2013; Le and
Mikolov, 2014) with a logistic regression classifier as
the comparison method to help us accomplish the
evasive tweet detection task. However, the results
indicate that this approach yields suboptimal per-
formance in contrast to our primary BERT-based
model.

In the task of evasive tweet detection, our ob-
jective is to train the customized BERT model to
accurately differentiate between evasive and normal
tweets. To accomplish this, we append a multi-
layer perceptron (MLP) model to the original BERT
model. This MLP component is primarily respon-
sible for executing the classification task, while a
cross-entropy loss function serves as the optimization
method for the MLP model. Our training dataset is
composed of two types of samples. Evasive tweets
are designated as positive samples and normal tweets

as negative samples. As the training process un-
folds, it is anticipated that the model will increas-
ingly learn to discern evasive tweets from their nor-
mal counterparts.

We follow the intuition that if an account has a
high percentage of evasive tweets, it is highly likely
to be a BTA. Therefore, we estimate the percentage
of evasive tweets generated by BTAs in an account.
To further improve the precision and recall of our
BTA classifier, we combine it with five other profile-
based features, as described in the following to build
an XGBoost (Chen and Guestrin, 2016) detector to
predict whether an account is a BTA or not. The five
profile-based features are introduced in the supple-
mentary materials. The rationale behind our choice
of the XGBoost model rests on its commendable ex-
planatory capacity. In contrast to neural networks,
XGBoost is inherently interpretable, offering insights
into the importance of individual features. Conse-
quently, the platform can use these explanations to
provide justifications and send notifications to the
accounts that have been detected. Additionally, our
method is evaluated in comparison with alternative
machine learning classifiers such as support vector
machines, random forests, and MLP.

With regard to the BTA detection task, the
training objective is to enable the classification
model to differentiate between standard users and
BTAs. The training dataset encompasses features
derived from both standard users and BTAs.
Throughout the training process, it is envisaged that
the model will progressively learn to discern between
normal users and BTAs.

5.3 Evaluation

1. Hardware. We ran all the experiments on a
server with Intel Xeon CPU E5-2650, four NVIDIA
GeForce GTX 1080 Ti GPUs, and 256 GB RAM.

2. Evasive tweet detection. The primary fea-
ture that our BTA detection model relies on is the
percentage of evasive tweets in an account. Thus, we
first evaluated the performance of the BERT-based
classifier. We randomly sampled 3047 BTAs from
the 5042 seed BTAs. Then we selected all the tweets
without hashtags from these accounts as the posi-
tive samples for this classifier. In total, we obtained
34 358 positive samples. As for the negative sam-
ples, we randomly sampled 3047 users from the 6652
benign users. Similarly, we selected all the tweets
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without hashtags from them as negative samples. In
total, we obtained 15 096 negative samples. Then,
we divided these tweets into the training set, valida-
tion set, and test set according to the ratio of 6:3:1.
To prevent overfitting, we fine-tuned only this classi-
fier on the BERT-base-Chinese model (HuggingFace,
2022), which has been pre-trained for Chinese by the
HuggingFace team for one epoch. Our evasive tweet
classifier achieved 92.3% precision on the validation
set and 92.8% precision on the test set. We also
evaluated the word2vec model on the same dataset.
Specifically, we used the word2vec model to capture
the word embedding of every word in the sentence
and computed the average of the word embeddings
as the sentence embedding. Then, we trained a lo-
gistic regression classifier using sentence embedding
to classify evasive tweets and normal tweets. As a
result, the word2vec model with a logistic regression
classifier achieved a precision of only 85.3% on the
test set, which is lower than that of our customized
BERT model (92.8%).

Moreover, we visualized the embedding of the
tweets from the BTAs and benign users. Fig. 5 is
the visualization of the last layer output of the eva-
sive tweet classifier for 50 random positive samples
and 50 random negative samples from our training
set. Fig. 5 shows that the positive samples and nega-
tive samples have a clear separation, which indicates
that our model has learned the linguistic differences
between the evasive tweets and normal tweets.

Finally, we analyzed the effectiveness of using
the percentage of evasive tweets in an account as a
feature to detect BTAs. Specifically, we randomly
sampled 500 BTAs from the remaining 1995 BTAs
and 500 benign users from the remaining 3505 be-
Then we computed the percentage of
evasive tweets for each of them and displayed their

nign users.

distributions in Fig. 6. From Fig. 6, we can see that
the distributions of this feature for the BTAs and be-
nign users are significantly different, which indicates
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Fig. 5 Evasive tweet embedding visualization

References to color refer to the online version of this figure

that this feature could be a strong signal in detecting
BTAs.

3. BTA detection. To train and test the XG-
Boost (Chen and Guestrin, 2016) model, we used the
remaining 1995 BTAs and an equal number of benign
users from the remaining 3505 benign users. Then
we divided the dataset into a training set and a test
set according to the ratio of 7:3. The results showed
that our model achieved 97.2% precision and 95.9%
recall on the test set. Furthermore, we checked the
feature importance among the six features with the
results shown in Fig. 7. From Fig. 7, we can see that
the percentage of evasive tweets is the core feature
to distinguish BTAs from benign users. To further
prove the importance of the text-based feature, we
trained and tested another XGBoost model that used
only the selected five features in the same dataset as
the baseline model. It achieved only a precision of
91.3%.
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fO is the authentication, fl is the account level, 2 is the
number of followings, f3 is the number of followers, f4 is the
number of tweets, and f5 is the percentage of evasive tweets

In addition to our primary method, we exam-
ined other similar algorithms as comparative clas-
sifiers for BTA detection, using the same training
dataset.
model as a linguistic feature extractor in conjunc-

Specifically, we deployed the word2vec

tion with various other machine learning algorithms
to identify BTAs within the dataset. The outcomes
of these comparisons are illustrated in Table 3. As
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Table 3 Performance of the BTA detection task on
different methods

NLP

Classifier Precision Recall F1
model

XGBoost 0.972 0.959 0.965
SVM 0.950 0.957 0.954
BERT RF 0.971 0.945 0.960
MLP 0.958 0.957 0.957
XGBoost 0.948 0.973 0.960
word2vec SVM 0.868 0.911 0.889
RF 0.961 0.937 0.949
MLP 0.877 0.911 0.894

Best result is in bold

shown in Table 3, it is evident that the best perfor-
mance is achieved through the combination of the
BERT model and the XGBoost classifier. Although
it is noteworthy that other methods also exhibit sat-
isfactory performance on the task of BTA detection,
we argue that this efficacy can be largely attributed
to the role of linguistic features, a key element in our
study’s findings.

6 Operating mechanism of BTS
6.1 Landscape

After deploying our method on the large-scale
candidate dataset in Table 2, we identified 162 218
BTAs. To test the precision of our method on this
candidate dataset, we randomly sampled 1000 BTAs
from the identified BTAs and manually verified each
of them according to our verification rules. The rules
are described in the supplementary materials. The
estimate precision was 94.5%. Then we collected all
the tweets containing hashtags from these detected
BTAs as the bogus traffic-related tweets. In total, we
obtained 3 591 869 tweets containing 296 916 unique
topics. In our study, we considered each topic as
an attack. Finally, based on these detected BTAs
and their associated bogus traffic-related tweets, we
conducted a measurement study of the BTS oper-
ating mechanism. In particular, we first examined
the customers of the BTS. Then, we randomly se-
lected 1000 topics in the collected bogus traffic and
found that the customers of BTS were from a variety
of professions including luxury sale, entertainment,
sports, and tourism. In the following, we will dis-
sect the operating mechanism from the perspective
of the threat model defined in Section 3, including
the attack cycle and attack entity.

6.2 Attack cycle

To better understand the attack from the time
dimension, we studied the duration of each attack by
computing the time difference between the first tweet
and last tweet associated with each attack. Then we
plotted the CDF of the attack duration in Fig. 8a.
We can see that about 90% of the attacks finished
in 10 days. This short duration property reflects the
ad-hoc nature of this kind of attack. The malicious
customers of BTS only want to catch public atten-
tion, and once this goal is reached, they will stop the
attack. For example, once the desired topic is pushed
into the platform’s HTP, the attack will cease. On
the other hand, the short-term attack makes the ap-
pearance and disappearance of the topic more nat-
ural, thereby increasing the credibility of the topic
itself.
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Fig. 8 Attack cycle measurement:

To perform a more detailed analysis of the time
pattern of this attack, we estimated the attack inten-
sity within each attack cycle. The attack intensity
can be reflected by the bogus traffic volume, e.g., the
number of tweets containing the target topic, within
a certain time. We accumulated the average bogus
traffic volume ratio at different time percentiles of
the attack cycle for all the attacks. For example,
the 20" percentile of a 5-day attack cycle represents
the first day of the attack. To reduce the impact
of noise, we selected only the attacks that lasted >5
days. Fig. 8b shows this distribution. We can see
that most of the bogus traffic concentrates around
the beginning and end of an attack cycle. This means
that even within the short attack cycle, the attack-
ers used smart strategies to optimize their resource.
The underlying reason for this intermittent attack
intensity could be that the initial round of an at-
tack will attract a large amount of real traffic from
normal users to spread the target topic. Thus, the
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attacker needs to generate less bogus traffic to keep
the popularity. Once the popularity of the target
topic cools down, the attacker will need to invest
more to maintain the popularity. Moreover, we use
the topics related to superstars as a case to show the
patterns of the attack cycle. Details are given in the
supplementary materials.

6.3 Attack entity

BTAs are the main entities that generate bo-
gus traffic. Analyzing them is critical for a deeper
understanding of the operating mechanism of BTS.
Specifically, we present our study of their influence
in the network, life cycles, and evasion tactics in this
subsection.

6.3.1 Influence analysis

To measure the influence of BTAs in social net-
works, we plotted the CDF of the numbers of likes,
comments, and retweets per tweet associated with
an account. Intuitively, more likes, comments, and
retweets indicate a more influential user. As shown
in Fig. 9, on these three metrics, the values of BTAs
are significantly lower than those of benign users,
which indicates that the influence of the BTAs is
much lower than that of benign users. For example,
in Fig. 9a, nearly all of the BTAs have zero likes per
tweet, whereas >60% of benign users have more than
1 like per tweet. This indicates that no one will pay
attention to the tweets posted by BTAs. We can
draw similar conclusions from the two other metrics.
To see whether BTAs will spread malicious URLs to
others as reviewed in previous works (Yang et al.,
2013; Thomas et al., 2014; Song et al., 2015), we
constructed a regular expression to match the URLs
in their tweets. However, we did not find any URL.
This indicates that BTAs do not use social connec-
tions to spread malicious URLs. From the two phe-
nomena discussed above, we conclude that BTAs are
harmless to social connections, because they do not
leverage social connections to benign users to form
the attack edges as revealed by previous works (Yu
et al.; 2006, 2010; Alvisi et al., 2013; Boshmaf et al.,
2015).

6.3.2 Life cycle

To figure out how long the agents will maintain
the BTAs, we first studied the life cycle distribution

of the detected BTAs. Specifically, we set the time
difference between the first and last tweets as the
life cycle of a BTA. The first problem to address is
determining whether a BTA is still active. In this
study, we considered a BTA to be dead if it did not
post any tweet in the past 180 days. Thus, we se-
lected only the BTAs whose last tweet was posted
180 days before the end of our data collection time.
Fig. 10a shows the distribution of the life cycle of
the detected BTAs. We can see that over 50% of
the BTAs were controlled by the agents over a year.
This indicates that the agents would like to maximize
their profits by maintaining their BTAs and re-use
them for future customers. The reason might be that
the registration cost is relatively high for a new BTA,
because the platforms such as Weibo usually require
users to bind a mobile phone number to their ac-
counts. On the other hand, a well-maintained BTA
is usually more human-like, which allows the agents
to charge a higher price for the service provided by
these higher-quality BTAs.

However, an interesting question arises: Why
would the agents stop maintaining their BTAs? To
answer this question, we computed the distribution
of the abandoned time of the dead BTAs. We con-
sider the timestamp of the last tweet in a dead BTA
as the abandoned time. Fig. 10b shows the distri-
bution of the abandoned time of the dead BTAs.
The most interesting aspect of this distribution is
that the agents began to abandon a large number
of BTAs after September 2018. This phenomenon
can be explained by the following three possible rea-
sons: intensified supervision, competition between
Weibo and other platforms, and the changes in sup-
ply and demand of this service within the Weibo
platform. From the perspective of intensified super-
vision, China held a cybersecurity promotion week
to intensify the crackdown on black industries in
September 2018. The BTS as a form of black in-
dustry was also affected. From the perspective of the
competition between Weibo and other platforms, the
emergence of similar platforms, e.g., TikTok, affected
the popularity of Weibo. For example, TikTok’s
global adoption was increased by over six times from
2017 to 2018, becoming the world’s most downloaded
App in the first half of 2018. Therefore, the agents
were more likely to transfer part of their business
from Weibo to other platforms. From the perspec-
tive of changes in the supply and demand of this
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service within the Weibo platform, we investigated
the growth of new BTA registration and the usage
growth of the Weibo platform. Specifically, we plot-
ted the distribution of the number of newly registered
BTAs per year. Note that we treat the timestamp
of the first tweet of a BTA as its registration time.
As shown in Fig. 10c, the registrations of new BTAs
rapidly increased in 2016 and reached the peak in
2018. On the other hand, we plotted the distribu-
tion of the newly registered users per year on Weibo.
As shown in Fig. 10d, we can see that the growth
of the number of Weibo users has slowed down since
2016. Thus, the excess supply of BTAs and reduced
demand for the BT'S may cause further abandonment
of BTAs.

6.3.3 Evasiveness

As discussed in Section 5.2, the BTAs are more
advanced than the ones studied in previous works.
To have a better understanding of their evasion tac-
tics, we conducted a comprehensive analysis of their
behaviors by examining their tweets. To facilitate
our study, we divided the tweets of a BTA into bo-
gus tweets and evasive tweets. The bogus tweets are
the ones containing the target topics/hashtags, and

the evasive tweets are the ones without the target
topics/hashtags. These two kinds of tweets repre-
sent the attack and evasive behaviors, separately.

We first explored which behavior was the pri-
mary behavior of BTAs by plotting the CDF of the
ratio of bogus tweets in a BTA. As shown in Fig. 11a,
in about 50% of BTAs, the bogus tweet ratio was only
0.2. This means that the dominant behavior of BTAs
is protecting themselves from being detected rather
than performing attacks, because a smaller propor-
tion of bogus tweets can help BTAs hide themselves
better.
greater importance on the protection of their BTAs.

It further indicates that the agents place

Second, we studied their switching patterns between
the attack and evasive behaviors from two perspec-
tives. The first perspective is quantitatively analyz-
ing their attack behaviors by examining the number
of continuous bogus tweets. We collected all the con-
tinuous bogus tweet phases from all the tweets posted
by the detected BTAs. Then we counted the number
of continuous bogus tweets in each phase and plotted
their CDF in Fig. 11b. We can see that for 70% of the
phases, the number of continuous bogus tweets was
<10. Similarly, we analyzed the temporal property of
their attack behaviors by examining the duration of
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each continuous bogus tweet phase. Fig. 11c shows
the CDF of the duration. Nearly 75% of the con-
tinuous bogus tweet phases lasted <10 days. From
the two perspectives above, we could see that the
BTA attack behaviors are not continuous. There-
fore, their attack behaviors are stealthy in each time
period. According to what has been discussed above,
we can infer that the agents may adopt strategies in
which they divide the BTAs into several batches and
carry out the attacks in turn.

To have a deeper understanding of the evasive
tactics, we took a further look at the contents of their
attack behaviors. We first analyzed the additional
comments added by the BTAs in the bogus retweets.
We found that the additional comments were very
relevant to the original tweet. This motivated us to
compute the semantic similarity between the addi-
tional comment and the original tweet in a retweet.
Specifically, we used the TextRank (Mihalcea and
Tarau, 2004) algorithm to extract the keywords in
the original tweets and comments. Then we used
the word2vec model (Mikolov et al., 2013; Le and
Mikolov, 2014) pre-trained on the Chinese Wikipedia
corpus to obtain the corresponding word embeddings
of the extracted keywords. Finally, we calculated the
cosine similarity of the embedding vectors between
the comments and original tweets as the semantic
similarity. We used the same method to calculate
the semantic similarity in the retweets posted by be-
nign users for comparison. As shown in Fig. 12, the
similarity distribution of BTAs was almost identical
to that of benign users. This observation supports
the hypothesis that the agents may use some gener-
ative models to create the corresponding comments
in the bogus retweets.

We also studied the content of BTAs’ evasive
tweets. We suspected that the agents might main-

Number of tweets

1 1 1
2000 0 1000 2000
Number of days

(b) (c)

(a) ratio of bogus tweets; (b) number of continuous bogus tweets;

tain a huge corpus, and each time BTAs post a tweet,
they select a sentence from the corpus as the tweet.
To test our hypothesis, we computed the number
of appearances of each individual evasive tweet and
plotted their CDF. As shown in Fig. 13, about 40%
of the evasive tweets appeared more than once and
nearly 25% of them appeared more than five times.
This observation supports our hypothesis that the
agents might maintain a huge corpus. To further de-
termine the source of the corpus, we randomly sam-
pled 1000 evasive tweets, and then manually searched
each of them in the search engines to locate their
source websites.
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Fig. 12 Semantic similarity between the additional
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We divided the located source websites into
eight types:
news, games, landmarks, and others. From Table 4,
we can roughly estimate that the quotations, news,
and forum websites are the main sources. One pos-
sible reason could be that these websites are more
popular and widely used than others.

quotations, forums, lyrics, poetries,

Table 4 Source websites of evasive tweets

Source  Percentage (%) H Source  Percentage (%)
Quotations 23.6 Landmark 3.6
News 17.4 Lyrics 3.4
Forum 16.0 Game 3.2
Poetry 10.3 Others 22.5

7 Discussion
7.1 Limitations and future work

1. Potential bias. Our study is based on the
agents we found and the BTAs we bought. They
might not be the best representation of the whole
population and could potentially bring bias to the
study. Therefore, we are cautious about the conclu-
sions drawn. For example, the target topics pushed
by the detected BTAs might not be a good repre-
sentation of all the involved topics. Thus, we do not
make conclusions about the kind of topics that are
more likely to involve BTSs. Instead, we list only
the possible professions behind the discovered top-
ics. To study the operating mechanism, the detected
large-scale BTAs should be sufficient to support our
conclusions. In addition, our conclusions about the
mechanisms are based mostly on strong signals in
the data. Therefore, the potential bias does not af-
fect the conclusions made in our study.

2. Generalization.
Weibo, the largest Chinese microblogging platform.
However, our study is still valuable to society, be-
cause Weibo is now one of the most widely used
micro-blogging platforms. At the end of 2019, Weibo
had 516 million monthly active users and 222 mil-
lion daily active users, while Twitter had 152 million
monetizable daily active users in December 2019.

Our study focuses only on

The methodological framework proposed within
this research holds potential for application across
diverse platforms, contingent upon the existence of
linguistic feature differences among user accounts
on these platforms. To substantiate the generaliza-

tion of our approach, we extended the evaluation
to the Cresci-2017 dataset (Cresci et al., 2017), a
well-known Twitter bot dataset, encompassing 3474
benign users and 3351 fake followers. We removed
the user profiles without a description, leaving 3095
benign users and 2278 fake followers. At a high level,
our approach deployed linguistic features extracted
from user descriptions and amalgamated these with
five profile-based features.

To extract the linguistic features, we randomly
selected 1000 descriptions from benign users and fake
followers, forming a training set for a BERT model.
The BERT model’s objective was to distinguish be-
tween descriptions of benign users and those of fake
followers. By applying the BERT model to the re-
maining descriptions, we generated a fake follower
detection dataset, merging the prediction results
with five profile-based features: statuses count,
followers count, friends count, favourites count,
and listed count. We divided the dataset based on
a 7:3 ratio for training and test and trained an XG-
Boost classifier on the training set. The final classi-
fier demonstrated a precision of 99.5% and a recall of
99.4%, signifying the successful extrapolation of our
methodology in other OSNs.

In future studies, we envision extending the eval-
uation of the BTS ecosystem to other microblogging
platforms, such as Twitter.

7.2 Suggestions

1. Platform. The results in our study indicate
that the evasive tactics adopted by the agents are
able to bypass the detection of Weibo’s anti-spam
system. The primary reason is that the BTAs are
disguised well by the agents. Their behaviors look
benign superficially because they do not influence
their neighbors in the network but simply tweet and
Furthermore, the content
We have re-

retweet as humans do.
of their tweets is highly human-like.
ported our findings to Weibo officials and are wait-
ing for their reply. We hope that Weibo officials will
pay more attention to this new kind of black service
and refer to our findings to fortify their anti-spam
systems.

2. Society. In our research, we reveal that BTS
is a more advanced and evasive illicit service on
Weibo.
will be affected. Even worse, users might be unaware
that they are being misled by the fake topics/news

Once it succeeds, a large number of users
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promoted by the BTS. Therefore, we suggest that
Weibo users need to be vigilant about the HTP
contents.

7.3 Ethical issues

To conduct our study, we purchased BTSs from
the agents and crawled data from Weibo. Our pur-
chase behavior might be misunderstood as promot-
ing the growth of the underground economy. To mit-
igate this negative impact, we carefully conducted
our experiments to minimize the revenue and im-
pact on Weibo while maximizing the research results.
In the process, we made sure that any interactions
with the underground market would not harm the
normal users of Weibo. For example, we issued a
statement on our honeypot account to tell users that
the purpose of our account was to study BTS and
not to trust the fans of our account, which can pre-
vent users from being misled by this account. In the
user information crawling process, we strictly fol-
lowed Weibo’s API instructions and did not make
excess calls to Weibo. In addition, the information
we collected is publicly available and does not intrude
on users’ privacy.

7.4 Adaptive agents

Despite the potential for adaptive agents to un-
derstand our detection methodology, their circum-
vention of the algorithm remains a significant chal-
lenge, attributable to two key factors. First, the
detection approach leverages the evasive tactics of
BTAs as a basis for their identification. If the BTAs
want to evade our detection method, they must
forego their evasion tactics. This action will inad-
vertently render the BTAs to be more susceptible
to recognition as conventional bots. Therefore, the
accounts controlled by them will be easier to recog-
nize by humans or platforms. Further, the absence
of their evasive tactics reduces the camouflaging po-
tential of the bogus traffic attack, rendering it to be
transparent as a bot activity and thereby negating
its efficacy. Second, in compliance with the princi-
ple of security through obscurity, we withhold open-
source access to the parameters of our customized
BERT model. This strategic decision impedes adap-
tive agents from conducting an effective adversarial
attack against our model.

8 Conclusions

BTSs are mature and advanced malicious ser-
vices that have the potential to mislead public opin-
ion. To the best of our knowledge, this work re-
ports the first systematic study of this service, in-
cluding the analysis of BTS marketplaces, detection
of BTS attacks, and disclosure of the BTS operating
mechanism.

To answer the question about the BTS mar-
ketplace, we investigated the BTS marketplace and
contributed a ground-truth dataset of BTAs to facili-
tate future research on this topic. We found that the
BTS agents can be found through various channels,
including search engines, e-commerce platforms, and
the OSN itself. We also found that the BTS agents
are more likely to use IM Apps as the communication
channel.

To answer the question about the detection of
bogus traffic, we used the ground-truth dataset to
identify a strong signal to detect BTAs as a bridge
to identify bogus traffic, which is the linguistic dif-
ference between evasive tweets and normal tweets.
The results showed that the customized BERT model
with the XGBoost classifier can effectively detect
BTAs.

To answer the question about the BTS oper-
ating mechanism, we revealed the operating mecha-
nism from the attack cycle side and the attack entity
side. The BTS attack cycle is typically <10 days.
Within every attack cycle, most of the bogus traf-
fic is concentrated at the beginning and the end.
On the attack entity side, we found that BTAs are
harmless to social connections and have a relatively
long life cycle. The reasons behind the abundance
of BTAs may come from the intensified supervision
and the changes in the supply and demand for this
service. Finally, we found that BTAs adopt various
evasive tactics, including massively tweeting evasive
tweets and retweeting bogus retweets with semanti-
cally similar comments.
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